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1. OBIIIASI XAPAKTEPUCTHUKA PABOYEN ITPOT'PAMMBI
MMPO®ECCHUOHAJIBHOI'O MOAYJIA

IIM.02 BAIIUTA UTH®OPMAIIU B ABTOMATU3NPOBAHHBIX CUCTEMAX
IMPOI'PAMMHBIMU U ITPOI'PAMMHO-AIIITAPATHBIMU CPEACTBAMUA

1.1. Heab 1 pe3yabTaThl 0CBOCHUS NPO(PECCHOHATILHOTO MOYJISA

1.1.1.B pesynbrare usydeHuss mNpoecCHOHAIBLHOTO MOIYJS CTYIEHT JOJDKEH OCBOUTH BHJI
JESATENIbHOCTH 3alMTa HHGOPMALMU B aBTOMATH3UPOBAHHBIX CHCTeMaxX NPOrpaMMHBLIMHM U
NPOrpaMMHO-aNNAPATHBIMM CPeICTBAMH U COOTBETCTBYIOIIME €My HpodecCHOHaIbHbIE

KOMIIETEHIIUH:

Kon HaumenoBanue BUJIOB 1€ATEIbHOCTH U MPOPECCUOHAIBHBIX KOMITETEHITHIH

B/ 2 3amurTa uHGpOpMAUM B aBTOMATH3HMPOBAHHBIX CHCTEeMaxX MPOrPAMMHBIMH U
NPOrPaMMHO-aNNAPATHBIMH CPeACTBAMH

[IK 2.1. | OcymiecTBisATh yCTAaHOBKY M HACTPOMKY OTHAEIbHBIX MPOrPAMMHBIX, MPOrPaMMHO-
anmapaTHbIX CPEICTB 3alIUTHI HH(POPMAIIHH.

IIK 2.2. | O6ecnieunBath 3auUTy HHGOPMAIIMU B aBTOMATU3UPOBAHHBIX CUCTEMaX OTAEIbHBIMU
IIPOrpaMMHBIMH, IPOrPAMMHO-ANIAPATHBIMU CPEICTBAMH.

[IK 2.3. | OcymiecTBisTh TeCTUpPOBaHUE QYHKIINI OTACTBHBIX IPOTPAMMHBIX M IPOTPAMMHO-
anImapaTHbIX CPEICTB 3alIUTHI HH(POPMAIIHH.

[IK 2.4. | OcymiecTBasTh 00pabOTKY, XpaHeHHE U Nepenady HHGOpMaIuu OrpaHUYCHHOTO
JOCTYIIA.

[IK 2.5. | YHuuTOo)ath nHGOPMALIMIO U HOCUTEIN UH(POPMALIMK C UCTIOIb30BAaHUEM MPOTPAMMHBIX
Y IPOIPaMMHO-aINAPATHBIX CPEJICTB.

[IK 2.6. | OcymiecTBasTh perucTpalio OCHOBHBIX COOBITHI B aBTOMATU3UPOBAHHBIX

(I/IHq)OpMaI_II/IOHHBIX) CUCTCMAX, B TOM HUCJIC C UCIIOJIb30BAHUCM NTPOTPAMMHBIX U
IIporpaMMHO-arIapaTHbIX CPCACTB 06H3py>K€HI/I$I, OpeaAynpCKIACHUA U JIMKBUAAIUN
HOCJ'ICI[CTBI/II\/’I KOMITBIOTCPHBIX aTaK.

1.1.2. O0mume KOMIETEeHIIUH

Koxn HanmeHnoBaHue BUAOB AeATEJbHOCTH M NPOPECCHOHATBHBIX KOMIIETEHIIUI

OK 1. | Boibupars ciocoObl penieHus 3ajad npoecCHOHaIbHON AEITeIbHOCTH, IPUMEHUTEIBHO
K pa3jIM4HbIM KOHTEKCTaM.

OK 2. | OcymiecTBasTh MOUCK, aHAIN3 U MHTEPIIPETALIUI0 MH(DOpMAIIK, HEOOXOIUMOH J1JIst
BBITIOJTHEHUS 33124 TPO(heCCHOHATIbHON eI TEIbHOCTH.

OK 3. | IImanupoBaTh M peaan30BbIBaTh COOCTBEHHOE MPO(ECCHOHATBFHOE U THYHOCTHOE
pa3BUTHE.

OK 4. | PaGoraTh B KOJJIEKTUBE U KOMaH[Ie, 3((HEKTUBHO B3aUMOJICHCTBOBATh C KOJUIETaMH,
PYKOBOJICTBOM, KJIMEHTAMH.

OK 5. | OcymecTBasTh YCTHYIO U MIUCBMEHHYIO KOMMYHUKAILIMIO HAa TOCYIapCTBEHHOM SI3BIKE C
y4eToM 0COOEHHOCTEN COIMAIBHOTO U KYJIbTYPHOIO KOHTEKCTA.

OK 6. | IIposiBiATH rpa’kAaHCKO-NIATPUOTHYECKYIO O3ULHIO, IEMOHCTPUPOBATH OCO3ZHAHHOE
MOBE/ICHHE HAa OCHOBE TPAJAUIIMOHHBIX OOIIEUeI0BEYECKUX IEHHOCTEH, IPUMEHSTh
CTaHJIapThl aHTUKOPPYIIIMOHHOTO TIOBE/IEHUSI.

OK 9. | Ucnonw3zoBath MHGOPMAIIMOHHBIE TEXHOJIOTHH B TPO(ECCHOHAILHON JCSTEIHbHOCTH.

OK 10. | ITonb3oBaThcs npodhecCHOHAIBHON JOKYMEHTAIMEH Ha rOCy1apCTBEHHOM M MHOCTPAaHHOM

SA3bIKaX.

1.1.3. B pe3ynbTare ocBoeHUS MPO(PECCHOHATEHOTO MOIYJIS CTYACHT JOJIKCH:




Hmetn

— YCTAaHOBKH, HACTPOWKH MPOTPAMMHBIX CPEJICTB 3allUTHl HWHPOPMALUH B

NPAKTHYECKUH | aBTOMAaTU3UPOBAHHON CHCTEME;
OnpIT — obOecreueHnss  3aIlIUTHl  ABTOHOMHBIX  aBTOMATH3HPOBAHHBIX  CHCTEM
MIPOTPaMMHBIMHA U TIPOTPaMMHO-aNIapaTHBIMU CPEACTBAMU;
— TectupoBaHUS  (PyHKIWH,  JUArHOCTHKA,  YCTPaHEHUS  OTKa30B W
BOCCTaHOBJICHHA DPa0OTOCIIOCOOHOCTH TIPOTPAMMHBIX M IMPOTPaMMHO-aIIapaTHBIX
CpPeACTB 3aIlUTHl HHpOpMALIUH |
pemrenns 3anad 3ammtel oT HCJl x mHQOpManny orpaHHYEeHHOTO IOCTyMHa C
MOMOIIBIO TIPOTPAaMMHBIX M IPOTPaMMHO-aNMapaTHBIX CPEACTB 3aIUTH HHPOPMAaLUH;
MPUMEHEHUSI JJIEKTPOHHOM TOINUCH, CHMMETPHYHBIX M aCHMMETPHYHBIX
KpUNTOrpaduuecKuX aIrOPUTMOB M CPEACTB MH(POBAHHS AAHHBIX;
yaéra, 0o0paboTKH, XpaHeHHA W Tepenadd WHPOpPMAIHH, I KOTOPOH
YCTaHOBJICH PEKUM KOH(PHUICHIINATEHOCTH;
— paboThI ¢ TOJACUCTEMaMH PETHCTPAINN COOBITHH;
— BBIABJICHHUS COOBITHI W HMHIUACHTOB O€30MacHOCTH B aBTOMATH3UPOBAaHHOMU
cHucTeMe.
yMeETE — YCTAaHABJIMBATh, HACTPaWBaTh, IPUMEHITh IPOTrPAMMHBIE M IIPOrPAMMHO-
anmapaTHble CPEeICTBA 3alIUThl HH)OPMAIIHK;
- yYCTaHaBJIMBAaTb W  HACTpauBaTb CpPCACTBa aHTHBHPYCHOﬁ 3allluThl B
COOTBCTCTBUU C MPEABABIIACMBIMU TpC6OBaHI/I$IMI/I;
— JMarHOCTHPOBaTh, YCTPaHITh OTKa3bl, o0ecle4ynBaTh PabOTOCIIOCOOHOCTh U
TECTHPOBATh (DYHKIHMHU MPOTPAMMHO-ANIAPATHBIX CPEJCTB 3alIUThl HH(OpMaIHy;
— TPUMEHSTH IPOrpaMMHBIC U POTPAMMHO-AIAPATHEIE CPEICTBA IS 3aIUThI
nHpOpMaIuK B 0a3ax aHHBIX;
— TpPOBepATh BHINOJHEHHWE TpeOOBaHWH TO 3amuTe WHQOpPMANHUKA  OT
HCCAaHKIIMOHUPOBAHHOTO IOCTYyIIa IMpU aTTeCTalHuU O6’beKTOB I/IH(I)OpMaTI/BaHI/II/I 110
TpeOoBaHUAM 0e30MaCHOCTH HH(OPMAIINK;
UCTIOJIb30BaTh THIIOBBIE MPOTPaMMHbBIE KPHIITOTpapUUECKUE CPEICTBA, B TOM
YHCIIe JIEKTPOHHYIO MOJIITHUCE;
IMPUMECHSATH CPCACTBA I'APaHTUPOBAHHOI'O YHUYTOXCHUA I/IH(I)OpMaHI/II/I;
— YCTaHaBIIMBaTh, HACTPAUBATh, IPUMEHSITH ITPOTPAMMHBIE U TIPOTPAMMHO-
anmapaTHbIE CPEICTBa 3alUThl HH()OPMAIINH;
— OCYIIECTBIATh MOHHUTOPHHI M DPETHUCTPAIMIO CBEACHWN, HEOOXOIHMMBIX IS
3aIUTHl 00BEKTOB WH(OPMATH3AIHH, B TOM YHCJIE C UCIIOIH30BAHHEM MTPOTPAMMHBIX U
MIPOrpaMMHO-aNIapaTHBIX CPENCTB OOHAPY)KEHHUS, MPEAYNPERACHUS U JTUKBHIAINH
HOCHC}ICTBI/Iﬁ KOMITBIOTCPHBIX aTaK
3HATH

— OCOOEHHOCTH M CIOCOOBI TPUMEHEHHSI MPOTPAMMHBIX W IPOTrPaMMHO-
anmapaTHBIX CPEICTB 3allUThl HMHGOPMAIMK, B TOM UYHCJIE, B OINCPALMOHHBIX
CHUCTEMaX, KOMITBIOTEPHBIX CETSX, 0a3aX JaHHBIX;

METOJIBI TECTUPOBAaHUSA (YHKIHMHA OTIAENBHBIX MPOTPAMMHBIX M MPOTPaMMHO-
anmapaTHbIX CPECTB 3alIUThl HHQOPMAIINH;

THIIOBBIE MOJEIN YIIPaBJICHMs JOCTYIIOM, CPEICTB, METOJOB U IPOTOKOJIOB
WJCHTU(QHUKAIINY U Ay TeHTU(DUKAIAH;

OCHOBHBIC TIOHSITHS KPHIITOrpaQUH ¥ THIIOBBIX KPUNTOTPAPUUECKUX METOJIOB
Y CPEICTB 3aIIUTHI HHPOPMAIIHH;

— OCOOEHHOCTH U CIOCOOBI TNPHUMEHEHHS TMPOTPAMMHBIX H IPOTPAMMHO-
anmapaTHBIX CPEICTB TAPAaHTHPOBAHHOTO YHHUYTOXKEHUS HH(OPMAIINH;

TUIIOBBIC CPCACTBA U MCTOAbLI BEACHUA ayauTa, CPCACTB U CII0CO00B 3alIUThI
I/IHq)OpMaI_[I/II/I B JIOKaAJIbHBIX BBIYHUCIIMTCIIBHBIX CCTAX, CpPEACTB 3alluTbl OT
HCCAaHKIIMOHUPOBAHHOI'O JOCTYTIA.




2. CTPYKTYPA U COAEPKAHUE TPO®PECCHUOHAJIBHOI'O MOAYJIA
2.1. Ctpykrypa npogeccuonaibuoro moay.as IIM.02 3ammra nHdpopManuu B aBTOMAaTH3HPOBAHHBIX CHCTEMAX NPOrPAMMHBIMHU H
NPOrpaMMHO-aNNAPATHBIMHU CPeICTBAMM

| O0BbeM npodeccHoHAIBLHOI0 MOAYJIS, YAac.
O6sem O6yuenue no MJIK, B yac. IIpaxkTuku
Kozt 06pazoBa- B TOM Hucie TIPOU3BOJICT
npogeccrona HanmeHoBaHus pa3znenos renb o KypcoBas yaeGHas . CanMocTosTelLHAS
JBHBIX 00X PO ECCHOHATHHOTO MOIYIIS Bcero, | I1abOpaTOPHBIX U Koncynbera
N NIPOTPAMMBI, pabota MIPaKTHKA, MIPaKTHKA, pabora
KOMIICTCHLHH 9acoB [PaKTHIECKUX auu
yac. 4acoB 4acoB
. (npoexT),
3aHATHH
4acoB
IIK 2.1 - Pa3gexn 1 moayas. [IporpamMHsie
K 2.6 HPOrpaMMHO-aIIIAPATHBIE CPEICTBA
- 3amuTel nHbpopmanuu (MIK.02.01.

OK 1-OK bop . 208 | 233 48 30 - 10
06.09.10 IIporpaMMHBIE U IPOrPAMMHO-

anmnapaTHbIe CPEJICTBA 3aIUTHI

uHMOpPMALHL) 72

IIpomeskyTouHas aTTecTAlNA 6 2
K 2.4 Pa3zgen 2 moayas.
OK 1-OK Kpunrorpaduueckue cpencraa 252 236 66 — _ 6
06.09.10 3alIMUTHl HHPOPMaIUN

[pownsBoacTBeHHAs paKTHKa (110

MPOQIITIO CTIEUAIFHOCTH), YaCOB 72

(eciu mpeycMOTpEHA UTOTOBAs

(KOHIIEHTPHPOBAaHHAS ) TPAKTHUKA)

IIpoMexkyTOUHAS aTTeCTALMS 6 — — — — 4 —

DK3aMeH 10 POo(HecCHOHATTELHOMY

MOIYJIFO 6 6 — - - - —

Bcero: 630 596 114 72 72 6 16

BapI/IaTI/IBHaSI gacth 172 yaca HalpaBJICHA Ha paCIIUPEHUC OCHOBHOI'O BUAA ACATCIBHOCTH 110 pasaciiaM MOAYJIA



2.2. TemaTn4eckuii IJIaH U co/iep:kaHue MpodeccuoHaAIBLHOr0 moay.as (IIM)

HaunMeHoBaHue pa3jieioB OcBauBaeMble
npodeccuoHaJIbHOI0 MOAYJISI 3JIEMEHTBI
(IIM), Me:kIuCHUTVIMHAPHBIX Copep:xaHue y4edOHOT0 MaTepHuaJia, JabopaTopHble padoThl U MPAKTHYECKHE 3aHATHS, CAMOCTOSITeJILHAS O0Bbem KOMIIeTEeHI U

kypcoB (MJIK) u Tem padota o0y4yarommerocsi, Kypcopas padora (nMpoekr) 4acoB
Paznen 1 moayasi. [IpumMeHeHne NPOrpaMMHBIX M IPOrPAMMHO-ANMAPATHBIX CPEACTB 3alIUTHI MH(OpMAIUU
M/IK.02.01. IIporpaMMHBbIe M IPOrPAMMHO-aNNapaTHbIE CPeACTBa 3alUThI HHGOpMALHUHT 228
3 kypc 6 cemecmp- 153 u uz nux: Jlekyuonnwix — 125 u., Ilpakmuyeckux — 28 u.
Koncynomayuu — 2 u., Komnnexcuwiii 5x3ameHn — 6 u.
Pa3jnen 1. OcHOBHBbIE IPUHLMIIBI IPOTPAMMHOM M MPOTPAMMHO-aNNAPATHOM 3a1IUTHI HHGoOpMaun 67
Tema 1.1. I[Ipenmer u Conep:xanue 6 TIK 2.1
3a7a4¥ IPOrpaMMHO- [IpeameT u 3aga4n MpOrpaMMHO-aNTIapaTHOM 3aIMThI HH(DOpMAIUN OK 01
anmnapaTHOM 3aIlUThI OCHOBHBIE OHATHUS IPOrPAMMHO-aIIAPATHON 3aMThl MH(POPMALUK OK 03
uHpopmamu Knaccugukaius MeTo10B U CpEACTB MPOTPaMMHO-AIAPaTHON 3aIIUTHI HHPOPMALIUU
Tema 1.2. CranmapTel Conep:kanue 12
0€30MacHOCTH HopmaTtuBHBIE IPABOBBIE aKThI, HOPMATUBHBIE METOAUYECKHAE JOKYMEHTBI, B COCTaB KOTOPBIX K 2.1
BXOJIAT TPpeOOBaHUS U PEKOMEHAINH 110 3alUTe WH(OPMALIUK TPOTPAMMHBIMH U OK 01
IPOrpaMMHO-aIMapaTHEIMU cpeAcTBaMu. [Ipodunu 3ammThl mporpaMMHBIX U TPOTPAMMHO- OK 04
anmapaTHbIX CPEICTB (MEKCETEBBIX IKPAHOB, CPEACTB KOHTPOIIS CHEMHBIX MAITHHHBIX
HocuTesel nHdopmalmu, CpeCTB TOBEPEHHOH 3arpy3KU, CPEJCTB AHTUBUPYCHOH 3aIIUTHI)
CranaapTsl 10 3amuTe nHQOpMaIMU, B COCTaB KOTOPBIX BXOSAT TPeOOBAaHUS U PEKOMEH AN
1o 3anuTe HHGOPMAIMHU MPOTPAMMHBIMU U TTPOTPAMMHO-ANNapaTHBIMUA CPEACTBAMU
TemaTnka NPaKTHYECKUX 3aHATHHI 8

0O0630p HOPMATHBHBIX TPABOBBIX AKTOB, HOPMATHUBHBIX METOAMUYECKUX JJOKYMEHTOB I10 3aIllUTe
uHpopMaun




HaumeHnoBaHue pa3iejioB OcBauBaemble
npodeccuoHaJIBLHOI0 MOAY.JISI 3JIEMEHTBI
(IIM), Me:kIuCHUTVIMHAPHBIX Copep:xaHue y4edOHOTr0 MaTepHuaJia, JabopaTopHble padoThl U MPAKTHYECKHE 3aHATHS, CAMOCTOSITeJIbHAS O6Bbem KOMIIeTeHI U

kypcoB (MK) u Tem padoTta o0yuyaroierocsi, Kypcoasi padora (mpoekr) 4acos

Tema 1.3. 3amumennas Conep:xanue 16
aBTOMaTU3UPOBAHHAS ABToMaTHu3amus npoiecca 00padboTku HHPOPMALUU K 2.1
cucrema IToHATHE aBTOMATU3UPOBAHHOW CHCTEMBI. OK 01

OC00EHHOCTH aBTOMAaTH3MPOBAHHBIX CHCTEM B 3alHIICHHOM HCITOJHEHHUH. OK 04

OcHoBuble Buabl AC B 3alIUIIEHHOM HCIIOIHEHUU.

MeToapl co3aHus 0€30MaCHBIX CUCTEM

Metoaoorusi IpOEKTUPOBAHUS FAPAHTHPOBAHHO 3amuieHHbIX KC

JMcKkpeurnoHHbIE MOJETN

ManpgaTHbie MOAEIHN

TemaTnKa NPAKTHYECKUX 3aHATHH 6

VYuer, 00paboTka, XpaHeHue u nepenada naopmamu B AUC

OrpaHnyeHue JOCTyIa Ha BXOJ B CUCTEMY.

Unentudukanus u ayreHTUGUKAIHS TOTb30BaTeNneit

Pasrpannuenne nocrymna.

Perucrpanus cobsiTuit (ayaur).

KoHTpoJIb 11€I0CTHOCTH TaHHBIX

YHUYTOXKEHHE OCTATOYHON MHPOPMAIUH.

VYnpasnenue noiautukoit 6ezonacHocty. [llabnonsl 6e30macHOCTH
Tema 1.4. Conep:xanue 6 K 2.2
JHecTabunusupyroiiee Hcrounnku nectabmim3upyomero Bo3AeMCTBUS Ha 0ObEKTHI 3aIUTHI OK 01
BO3/eiicTBIE HA 00BEKTHl | CIIOCOOBI BO3ICHCTBUS HA HHPOPMAIIUIO OK 04
3aIIUThI [Ipu4uHbI 1 yCIOBUS 1€CTa0MIM3UPYIOMIETO BO3ICHCTBUS HA HHPOPMAITUIO

TemaTnKa NPaKTHYECKUX 3aHATHH 1

Pacnipenenenne kaHajaoB B COOTBETCTBHH C HICTOYHUKAMH BO3/CHCTBUA Ha MH(OpMAITHIO




HaumeHoBaHue pa3genoB
npodeccuoHaJIBLHOI0 MOAY.JISI

OcBauBaemble
3JIEMEHTBI

(IIM), Me:kIuCHUTVIMHAPHBIX Copep:xaHue y4edOHOTr0 MaTepHuaJia, JabopaTopHble padoThl U MPAKTHYECKHE 3aHATHS, CAMOCTOSITeJIbHAS O6Bbem KOMIIeTeHI U
kypcoB (MK) u Tem padoTta o0yuyaroierocsi, Kypcoasi padora (mpoekr) 4acos

Tema 1.5. IIpuHumnst Conep:xanue 10
nporpaMMHoO-annapatHoi | [ToHsITHE HECAHKIIMOHMPOBAHHOTO JOCTYIa K HH(QOpMAIHU IIK 2.4
3aIMThl ”HQOPMALUK OT OcHoBHbIe TTOX01bI K 3amuTe nHpopmamuu ot HCJ]
HCCAaHKIIMOHUPOBAHHOT'O Opranuzanus goctyna K ¢aiiinaM, KOHTPOJIb AOCTYNA U pa3rpaHUYEHUE JIOCTYTIA, oK ot
AocTyna uepapxuueckuil AocTyI K (aitnam. Gukcanus goctyna K Qaitnam OK 10

JocTyn K TaHHBIM CO CTOPOHBI IIpoLiecca

Oco0eHHOCTH 3aIUTHI JaHHBIX OT u3MeHenus. Lludposanue.

TeMaTuKa NPAKTHYECKHUX 3AHATHH 2

Opranuzanus gocrtyna K Qaitnam

O3HaKOMJIEHUE C COBPEMEHHBIMU MMPOTPAMMHBIMU U IPOrPAMMHO-ANNAPATHBIMU CPEICTBAMHU

3amuthl oT HCJI
Pa3pnen 2. 3ammTa aBTOHOMHBIX ABTOMATH3HPOBAHHBIX CHCTEM 68
Tema 2.1. OcHoBbl 3amutel | Conep:kanue 6 TIK 2.1
aBTOHOMHBIX Pabota aBToHOMHOI AC B 3aIIUIIIEHHOM PEKUME OK 01
aBTOMATHU3UPOBAHHBIX Anroputw 3arpy3ku OC. IlItaTHble cpeicTBa 3aMBIKAHUS CPEJIb OK 04
CHUCTEM Pacmmpenue BIOS kak cpecTBO 3aMbIKaHUs IPOTPAMMHOM Cpesibl

CucreMsbl TUTa DJIEKTPOHHBIN 3aMOK. D3 ¢ MMPOBEPKOH IIETOCTHOCTH MPOTPAMMHOM CpeIbl.
[Tonsatue AMJI3 (noBepeHHas 3arpyska)

[Ipumenenue 3aKinaioK, HapPaBICHHBIX HAa CHIDKEHNE YP(EKTUBHOCTH CPE/ICTB, 3aMbIKAOIIUX
cpeny.




HaumeHoBaHue pa3genoB
npodeccuoHaJIBLHOI0 MOAY.JISI
(IIM), Me:kIuCHUTVIMHAPHBIX

kypcoB (MK) u Tem

Coaep:xaHue y4e0HOIro MaTepHuaJja, JJadopaTopHble padoThl M NPAKTHYECKHE 3aHATHA, CAMOCTOSITEIbHAN
9 9
padoTta o0yuyaroierocsi, Kypcoasi padora (mpoekr)

Oo0BeM
JacoB

OcBauBaemble
3JIEMEHTBI
KOMIIeTEeHI M i

Tema 2.2.3amura
MporpamMM OT U3yUCHUS

Conep:xkanue

Nzydenue u obparHoe npoekTuposanue 110

Crnioco6s1 n3yuenus [10: craTnueckoe M TMHAMHYECKOE U3yUCHHE

33.,[[21‘-11/1 3alIUTHI OT U3YUYCHUA U CHOCOOBI UX pelicHu-d

3amura OT OTIaaKH.

3amura OT AU3acCeEMOTMPOBAHUS

3amuTa OT TPACCUPOBKHU I10 MPEPHIBAHUSM.

IIK 2.3
OK 01
OK 04

Tema 2.3. BpenonocHoe
porpaMMHOe oOecrieueHme

Conep:xanue

12

BpenonocHoe nporpamMmHoe obecriedeHre Kak 0coObli BU pa3pyLIatoIX BO3AEHCTBHM

Knaccudukanus Bpe1oHOCHOTO nporpamMmmHoro obecriedenus. Cxema 3apaxkenus. Cpencraa
HelTpanuzanuu BpegonocHoro I10. IIpodunaktuka 3apaxeHus

[Mouck cienos aktuBHOCTH BpeaoHocHoro I10. Peectp Windows. OcHOBHBIE BETKH,
coaepxariue nHpopmaiuio o BpenoHocHoMm [10. [pyrue oObeKTHI, coepxkaline
uHdopmanuio o Bpegonocuom [10, daiinsr prefetch.

bot-netsl. [IpuHiun yHkunonupoBanus. Metoabl 0OHapyKeHUs

Knaccugukaius aHTUBUPYCHBIX cpecTB. CUTHATYPHBIHM U 3BPUCTHUYECKUI aHAIIN3

3amuTa OT BUPYCOB B "py4HOM pekume"

OcHOBHBIE KOHIIENIIMH TOCTPOCHUS CUCTEM aHTUBUPYCHOM 3aIUTHI HA IPEANIPUATHH

TemaTnka NPaKTUYECKUX 3aHATHH U J1a00PATOPHBIX padoT

[Mpumenenwust cpeacts uccnenoBanus peectpa Windows [uist HaX0XIeHHS CIISIOB aKTHBHOCTH
BpenoHocHoro 10

K 2.2
OK 01
OK 03




HaumeHoBaHue pa3genoB
npodeccuoHaJIBLHOI0 MOAY.JISI

OcBauBaemble
3JIEMEHTBI

(IIM), Me:kIuCHUTVIMHAPHBIX Copep:xaHue y4edOHOTr0 MaTepHuaJia, JabopaTopHble padoThl U MPAKTHYECKHE 3aHATHS, CAMOCTOSITeJIbHAS O6Bbem KOMIIeTeHI U
kypcoB (MK) u Tem padoTta o0yuyaroierocsi, Kypcoasi padora (mpoekr) 4acos

Tema 2.4. 3amura Conep:xkanue 10 IIK 2.1
HPOrPaMM U JTAaHHBIX OT HecankunoHupoBaHHOE KomupoBaHue nporpamm kak tum HCJJ OK 01
HECaHKIIMOHUPOBAHHOTO FOpuauyeckre acreKThl HECAHKIIMOHUPOBAHHOTO KOMMPOBaHus mporpamm. OOIiiee MoHATHE OK 04
KOIIMPOBaHUs 3allUThl OT KOIUPOBAHMSL.

[Ipussaska [10 k annapaTHOMY OKPYXEHHUIO U HOCUTEIISIM.

3anuTHRIE MEXaHU3MbI B COBPEMEHHOM MPOrpaMMHOM olecrnieueHnn Ha npumepe MS Office

TeMaTuKka NPAKTHYECKUX 3AHATHH 2 [IK 2.2

3ammTa HHPOPMALIMU OT HECAHKITHOHUPOBAHHOTO KOITUPOBAHMS C HCIIOJIb30BAaHHEM K 2.3

CIIEMAJIM3UPOBAHHBIX IPOTPAMMHBIX CPEICTB OK 01

3amuTHBIC MEXaHU3MBI B priiokenusx (aa mpumepe MSWord, MSExcel, MSPowerPoint) OK 04
Tema 2.5. 3amura Conep:xanue 12 IIK 2.1
nHpopMauy Ha [Tpo6iieMa 3aUTHl OTYYKAAEMbIX KOMITIOHEHTOB [I9BM. OK 01
MalIMHHBIX HOCHTEIAX MeTo1b! 3aIUTHl HHPOPMAIUK HAa OTYYKIaeMbiX HocuTelsx. [lndposanue. OK 04

CpencTtBa BoccTaHOBIEHUST OcTaTouHOM nHbopmMaru. Co3nanue MOCEKTOPHBIX 00pa3oB

HXM.

[TpuMeHeHMe cpeacTB BOCCTAHOBJIEHUS OCTATOYHOI MH(pOpMAIMK B CYyAEOHBIX

KPUMMHAIUCTHYECKUX SKCIEPTU3aX U MPH paccieoBaHUU MHIKAeHTOB. HopmaTuBHas 6a3a

be3Bo3BpaTHOE ynaneHne AaHHbIX. [[pMHINIIBI U aNTOpUTMBL.

TemaTnka NPAKTHYECKUX 3aHATHHI 4

[Ipumenenne cpeacTBa BOCCTAHOBJICHHUS! OCTATOYHOM MH(pOpMaluu Ha ripumepe Foremost uiu
aHajora

[IpumeneHne criennaiIM3upOBAHHOTO MTPOrPAMMHO CPEJICTBA IS BOCCTAHOBIICHHS YIaT€HHBIX
daiinos

HpI/IMeHeHI/IC ImporpamMm JJis 6C3BO3BpaTHOI‘ 0 YAAJICHUA NaHHBIX

[TpumeHneHue mporpamm AJisl IMHUQPPOBAHUS JAHHBIX HA CbEMHBIX HOCHUTENSIX




HaumenoBanue pa3iejioB OcBanBaemble
npodeccuoHaJIBLHOI0 MOAY.JISI 3JIeMeHTBhI
(IIM), Me:kIuCHUTVIMHAPHBIX Copep:xaHue y4edOHOTr0 MaTepHuaJia, JabopaTopHble padoThl U MPAKTHYECKHE 3aHATHS, CAMOCTOSITeJIbHAS O6Bbem KOMIIeTeHI U

kypcoB (MK) u Tem padoTta o0yuyaroierocsi, Kypcoasi padora (mpoekr) 4acos

Tema 2.6. AnnapaTtHbsie Conep:xanue 4 I1IK 2.2
cpencTsa uaeHTUQUKaMn | TpeGoBaHMS K amnmapaTHBIM CPEICTBAM WACHTU(DHUKAIMN U ayTCHTU(PHUKAIMA TT0JIh30BATEIICH, IIK 2.3
U ayTeHTU(UKAUN npumensieMbiM B O3 u AIIM /13 OK 01
0JIb30BaTENEN VYerpoiictea Touch Memory OK 04
Tema 2.7. Cucrtemsl Copnepxanue 10 [IK 2.1
OoOHapy>KeHMs aTaK U COB u COA, otnnuus B pyHkuusax. OcHoBHbIe apxutekTypsl COB OK 01
BTOPIKEHUI Hcnonws3oBanue cereBbix cHU(Pepon B kauectee COB OK 04

Arnmnaparsbiii komnoneHT COB

[Iporpammusiit komronentT COB

Mogenu cuctembl 00HapykeHus: BTopskeHui, Kinaccudukanus cucrem o6HapyxeHus

BTOp>KeHUI. OOHapyxeHue curHaryp. OOHapyskeHue anoMmanuii. Jpyrue metoabl

0oOHapy>KeHHsI BTOPKEHUH.
Pa3nea 3. 3ammura nHGopMAnMU B JTOKAJIBHBIX CETAX 18 K 2.2
Tema 3.1. OCHOBBI Conep:xaHue 10 K 2.3
HOCTPOeHHUS 3aliiIeHHbIX | CeTn, pabOTAIOIKE IO TEXHOIOIUH KOMMYTAILUH TTAKETOB OK 01
ceTen Crek npotokosioB TCP/IP. OcoGeHHOCTH MapIIpyTH3aLHH. OK 04

[ItaTHbIC CpeACTBa 3aIUTHI HH(POPMAIIMHU cTeka MpoTokosio TCP/IP.

CpencrBa HACHTU(DHUKALUMK U ayTeHTH(OUKAIIMK Ha pa3HBIX ypoBHsX npotokona TCP/IP,
JIOCTOMHCTBA, HEJJOCTATKU, OTPAHUYEHHUSI.




HaumeHnoBaHue pa3iejioB OcBauBaemble
npodeccuoHaJIBLHOI0 MOAY.JISI 3JIEMEHTBI
(IIM), Me:kIuCHUTVIMHAPHBIX Copep:xaHue y4edOHOTr0 MaTepHuaJia, JabopaTopHble padoThl U MPAKTHYECKHE 3aHATHS, CAMOCTOSITeJIbHAS O6Bbem KOMIIeTeHI U

kypcoB (MK) u Tem padoTta o0yuyaroierocsi, Kypcoasi padora (mpoekr) 4acos
Tema 3.2. Cpenctsa Conep:xkanue 6 IIK 2.1
opranusanuu VPN Bupryanpnas yactHas ceTb. OyHKIIMH, HA3HAYCHHUE, IPUHLIMII IOCTPOCHHUS OK 01
Kpunrorpapudeckue u Hekpurrorpapuueckue cpeacTsa opranusanuu VPN OK 04
Ycrpoiicta, obpasyrome VPN. KpunromapiipyTuzatop u KpunTOQUIBTP.
Kpunropoytep. [IpuHuumsl, apxutekTypa, MOJEIb HAPYIIUTEINS, JOCTOUHCTBA U HEIOCTAaTKU
Kpuntodunerp. [IpuHLuIb], apXurekTypa, MOJIeIb HAPYIIUTENS, JOCTOMHCTBA U HETOCTATKU
TemaTnka NPaKTUYECKUX 3aHATHH U J1a00PATOPHBIX padoT 2
PasBeprtriBanue VPN
UTOIroO 153
Koncynabranusa M/IK.02.01 2
IIpomexyrounasi arrecranus mo MJ/IK.02.01 —9k3amen kommiaekcHbiid ¢ MJI1K.02.02 6




HaumeHoBaHue pa3genoB
npodeccuoHaJIBLHOI0 MOAY.JISI

OcBauBaemble
3JIEMEHTBI

(IIM), Me:kIuCHUTVIMHAPHBIX Copep:xaHue y4edOHOTr0 MaTepHuaJia, JabopaTopHble padoThl U MPAKTHYECKHE 3aHATHS, CAMOCTOSITeJIbHAS O6Bbem KOMIIeTeHI U
kypcoB (MK) u Tem padoTta o0yuyaroierocsi, Kypcoasi padora (mpoekr) 4acos

3 kypc 8 cemecmp 80 uac u3z nux: Jlexyuonunvix — 28 u., Ilpaxmuueckux — 20 u., Kypcosoe npoexmuposanue — 30 u.
Jugepenyuposannviii 3auém — 2 u.
Pa3nea 4. 3amura nngopmanuu B ceTsix 0011ero A0cTymna 10
Tema 4.1.00ecieucune Conep:xanue 6 I1IK 2.5
0€e30I1aCHOCTH MeTopl 3amuThl HHGOPMaIUU IpU paboTe B CETAX OOIIEro JOCTYIA. OK 01
MEXCETEBOIO MexceteBbie skpanbl Tuma firewall. JlocronHcTBa, HEAOCTATKH, PeATU3yeMbIe MTOJUTHKH OK 09
B3aUMOJCICTBUSA 0e30MacHOCTH

Ocuosubie Tursl firewall. CumMerpuunbie u Hecummerpuunsbie firewall.

VYpogsens 1. [lakeTHble GUIBTPEI

Ypoensb 2. GunbTpanus ciryx0, MOUCK KIIOYEBBIX CJIOB B TEJE MAKETOB HA CETEBOM yYpPOBHE.

YpoBens 3. Proxy-cepsepa npukiaHOrO yPOBHS

OnuoxoctoBsie U MysbTHXOCTOBBIC firewall.

OCHOBHBIE THITBI QPXUTEKTYP MyJIbTHXOCTOBBIX firewall. TpeboBaHus K KakI0My XOCTY

UCXOJIS U3 apXUTEKTYPHI ¥ BHITIOTHIEMBIX (DyHKIAH

TpeboBanus o cepTUUKALNNA MEKCETEBBIX IKPAHOB

TemaTuka NpaKTHYECKUX 3aHATHH M J1a0OPATOPHBIX padoT 4

Usyuenue u cpaBHeHue apxutektyp Dual Homed Host, Bastion Host, Perimetr.

N3yuenue pa3inuuHbIX cIOCOOOB 3aKpbITHS "OMACHBIX" MOPTOB
Paznen 5. 3ammTa undgopmanumn B 6a3ax JaHHBIX 10 K 2.3
Tema 5.1. 3amura Conep:xaHue 6 K 2.4
uH(popMmaIu B 6azax OCHOBHBIE THITBI YTPO3. MOJIeNTb HAPYIIHTEIS OK 05
JIQHHBIX CpezcTBa uaeHTU(UKAIMA U AyTeHTUGUKALMU. Y TIPaBIEHUE JOCTYIIOM OK 08

CpenctBa KOHTPOJIS LIEIOCTHOCTH UH(OopManuy B 6a3zax JaHHBIX

Cpenctsa ayauta u KOHTpoIst 6e3omacHocTr. Kputepuu 3amuiieHHoCTH 0a3 TaHHbBIX

[Tpumenenne kpunTorpapuuecKux CpeacTB 3alUThl HHPOpPMAIMK B 0a3ax TaHHBIX
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Coaep:xaHue y4e0HOIro MaTepHuaJja, JJadopaTopHble padoThl M NPAKTHYECKHE 3aHATHA, CAMOCTOSITEIbHAN
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TeMaTuKka NPAKTHYECKHUX 3aAHATHH

N3yuyenne mexanusmoB 3amutel CYBJl MS Access

Nzyuaenne mrarubix cpencts 3amutel CYBJ MSSQL Server

Pa3nes 6. MOHUTOPHHI CHCTEM 3aIMThI

28

Tema 6.1. MoHUTOPUHT
CUCTEM 3alllUThI

Conep:xkanue

14

ITonsTHE U 000CHOBAHHE HCO6XOI[I/IMOCTI/I HCIIOJIb30BAHUA MOHHUTOPHHI'A KaK H606XOHHMOﬁ
KOMITOHCHTBI CUCTCMBbI 3allIUThI I/IH(bOpMaI_[I/II/I

OcobenHocTH (pUKcamuu COOBITHIA, TOCTPOCHHBIX HAa PA3HBIX MPUHIIUITAX: CETH C
KOMMYTaIUeH COeIMHEH I, CeTh ¢ KoMMyTaluei makeros, TCP/IP, X.25

Knaccudukanus orciexnBaeMbix coobITiii. OCOOEHHOCTH MMOCTPOCHUS CHCTEM MOHUTOPHHTA

HcTounuku nHpOpMauu A1 MOHUTOPUHTA: CETEBBIE MOHUTOPHI, CTATUCTUYECKUE
XapaKTepucTUKU Tpaduka yepe3 MO, mpoBepka pecypcoB 0oOIIETo MOIb30BaHUS.

KJ'IaCCI/I(I)I/IKaI_[I/IH CCTCBbBIX MOHUTOPOB

CucreMsl ynpasieHusi COOBITUAMU HH(OpMaLMOHHON 6e3omacHocTH (SIEM).
0630p SIEM-cuctem Ha MUPOBOM M POCCHIICKOM PBIHKE.

TemaTnKa NPaKTHYECKUX 3aHATHH

W3ydeHue u CpaBHUTEIBHBINA aHAIU3 PACTIPOCTPAHEHHBIX CETEBBIX MOHUTOPOB Ha IIPUMEPE
RealSecure, SNORT, NFR wiu qpyrux aHaioros

[Iposenenue ayaura JIBC cereBbIM ckaHEpoOM

IIK 2.6
OK 08
OK 10
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npodeccuoHaJIBLHOI0 MOAY.JISI 3JIEMEHTBI
(IIM), Me:kIuCHUTVIMHAPHBIX Copep:xaHue y4edOHOTr0 MaTepHuaJia, JabopaTopHble padoThl U MPAKTHYECKHE 3aHATHS, CAMOCTOSITeJIbHAS O6Bbem KOMIIeTeHI U

kypcoB (MK) u Tem padoTta o0yuyaroierocsi, Kypcoasi padora (mpoekr) 4acos

Tema 6.2. 3yuenue mep Conep:xkanue 2 [K 2.1
3a1uThl HH(OPMALIUU B Nzyuenne TpeboBanuii 0 3ammuTe HHGOpPMAIHH, HE COCTABJISIONICH TOCYIapCTBEHHYIO TalHY. OK 01
MH(POPMALMOHHBIX N3yuenne meronnueckux 1okyMeHToB @CTOK 1o npuMeHeHuto Mep 3alUThlI. OK 04
CHUCTEMaxX TemaTnKa NPaKTHYECKUX 3aHATHH 2

Br16op Mep 3amuTel HHGOpPMAIUH IS UX peaau3alnuu B HHPOPMAIIMOHHOH cucTteme. Bribop

COOTBETCTBYIOIIMX IMPOTPAMMHBIX U MPOrPaMMHO-AIIAPATHBIX CPEACTB U PEKOMEHIALIHIM 110

WX HacCTpPOMKE.
Tema 6.3. 3yuenue TemaTnka NpakKTHYeCKUX 3aHATHI 8 [IK 2.1
COBPEMEHHBIX YcraHOBKa M HACTpOiKa KOMIUIEKCHOTO cpeacTBa Ha npumepe SecretNetStudio (yueOnas OK 01
[IPOrpaMMHO-AIIIapaTHEIX | JIMLEH3Us1) WIK APYTUX aHAJIOrOB OK 04

KOMIIJICKCOB.

YcTaHoBKa M HaCTpOHKa IPOrpaMMHBIX CPEJICTB OLIEHKH 3aIlUIIEHHOCTH U ay/IuTa
nH(GOPMaLMOHHON 06€30MaCHOCTH, U3yueHue GYHKIMI U HACTPOIKa PeKUMOB padOThI Ha
npumepe MaxPatrol 8 wnu apyrux anajgoros

N3ydeHne TUMOBBIX peteHuii st moctpoerus VPN Ha npumepe VipNet win npyrux
aHAJIOTOB

H3ydyeHue cCOBpeMEHHBIX CUCTEM AaHTUBUPYCHOM 3aIlIMThHI HA TPUMEPE KOPIIOPATUBHBIX
pemennit KasperskylLab wnu apyrux anamoros

N3zyuenue ¢pyHknuronana u odnacreit npumenenust DLP cuctem Ha npumepe
InfoWatchTrafficMonitor wiu npyrux anasoros



https://www.infowatch.ru/products/traffic_monitor_enterprise

HaumeHoBaHue pa3genoB
npodeccuoHaJIBLHOI0 MOAY.JISI
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(IIM), Me:kIuCHUTVIMHAPHBIX Copep:xaHue y4edOHOTr0 MaTepHuaJia, JabopaTopHble padoThl U MPAKTHYECKHE 3aHATHS, CAMOCTOSITeJIbHAS O0Bbem KOMIIeTeHI U
kypcoB (MK) u Tem padoTta o0yuyaroierocsi, Kypcoasi padora (mpoekr) 4acos

Kypcosas pa6ora

IIpumepHasi TeMaTHKa KYPCOBBIX PadoT

1. Ouenka 3(p(peKTHBHOCTHU CYIIECTBYIOMUX MPOTPAMMHBIX U TPOTPAMMHO-AMITAPATHBIX CPEACTB 3AIUTH HH(OOPMAIIUU C
MIPUMEHEHUEM CIICIIHAIM3UPOBAHHBIX HHCTPYMEHTOB U METO/I0B (MHIUBUIyaJIbHOE 3a/IaHUE)

2. O030p u aHAIM3 COBPEMEHHBIX IMPOTPAMMHO-ANIAPATHBIX CPEJCTB 3aIUTH HHPOpMaryu (MHIUBUIYaTLHOC 3a/I1aHUC)

3. BwIOOp onTHMaIRHOTO CPEeICTBA 3aNTUTHI HHPOPMAITUU UCXOAs U3 MeToandeckux pekomeHaammii ®CTIOK u uMeromuxcst
MCXOJHBIX TAaHHBIX (MHIUBUIYaTbHOE 3aJaHUE)

4. TlpumeHeHue MpOrpaMMHO-aNNAPATHBIX CPEACTB 3AMIUTH HHPOPMAIMH OT PA3TUYHBIX TUIIOB YTPO3 Ha MPEANPUATUU
(MHIMBUYaTbHOE 3a/1aHuUE)

5. TIpoGaema 3anuThl HHGOPMAIMK B 00JaYHBIX XpaHWIHIIax gaHHbX 1 [{O/]ax

6. 3ammTa cpen BUPTyalIH3aluu

CamocrosiTesbHas padora 4

Odopmiienue KypcoBoro npoexra

3 kypc 7 cemectp IIpomesxkyrounas arrecranus no MIK.02.01 — InddepennupoBanHoi 3a4éT 2

HUTOTI'O 7 cemectp 80
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Y4yeOHas npakTuka no pasaeay 1 moxyas MK 02.01

Bunawbi patort:

— IlpumeHenue MporpaMMHBIX U MPOTPaMMHO-ANIAPaTHBIX CPEACTB oOecrneueHus: "HHOPMaMOHHOM 0e301acHOCTH B
aBTOMATHU3HPOBAHHBIX CHCTEMaX

ZII/IaFHOCTI/IKa, YCTPAaHCHUC OTKA30B U obecrieueHne pa6OTOCHOCO6HOCTI/I [IporpaMMHO-aIIapaTHbixX CpCacCTB o0ecrieueHust

MH(POPMAITMOHHOHN 0€30IaCHOCTH

0€30I1aCHOCTH

Onenka 3¢ GeKTUBHOCTH MPUMEHSIEMBIX MPOTPAMMHO-ANIAPATHBIX CPECTB o0ecrieueHus: HHGOPMaIMOHHON

CocraBieHue T0OKyMEHTallUU 10 y4eTy, 00paboTke, XpaHEHHUIO U nepeadye KOHpUIeHIHaIbHON HHpopManuu
Hcnonp3oBanne nporpaMMHOro odecrneueHus a1 o0paboTKu, XpaHEHUs U niepefadn KOH(UAEHIMaIbHOW nH(opMaun

CocraBiieHre MapIIpyTa ¥ COCTaBa MPOBEICHUS PA3IMYHBIX BUOB KOHTPOJIBHBIX MPOBEPOK MPH ATTECTAUNA OOBEKTOB,

HOMGH.ICHI/II\/’I, nporpamm, aJirOpuTMOB.

— VYcrpaHeHHe 3aMedaHuil 1o pe3ybTaTaM MPOBEPKU

AHanu3 ¥ coCTaBJI€HHE HOPMATUBHBIX METOJMYECKHUX JOKYMEHTOB 10 0OecrneuyeHn0 HHPOPMalMOHHON 0€3011acHOCTH

MMporpaMMHO-aIIapaTHbIMu CPpEACTBAMHU, C YIECTOM HOPMATUBHBIX ITPABOBLIX dKTOB.

[IpuMeHeHne MaTeMaTUUYEeCKUX METOJIOB JJIS OIEHKH KayeCTBa M BHIOOPA HAMIIYYILIETO MPOTPAMMHOTO CPEJICTBA

36

Pa3nea 2 mony.s. IlppMenenne KpunTorpagu4ecKuX CpeacTB 3alUThI HHpOpManun

M/IK.02.02. Kpunrorpadguyieckue cpecTBa 3allIMThl HH(pOpMaLuu

252

3 kypc 6 cemecmp- 136 u u3 nux: Jlekyuonuvix — 94 u., [lpakmuueckux — 32 u.
Koncynomayuu — 4 u., Komnnexcuwiii 9x3amen — 6 u.

BBenenune

Conep:xkanue

[Ipenmer u 3agaumn kpunrorpadpuu. Mcropus kpunrorpapuu. OCHOBHbIE TEPMUHBI
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Pa3jnen 1. Maremarudeckrue OCHOBBI 3aIIUTHI HHGOPMAITUH

Tema 1.1.
MareMaTu4ecKrue OCHOBEI
Kpunrorpaduu

Conepxanue

48

DneMEHTHI TEOPUHM MHOXKECTB. I'pyIIIbl, KOJIbIIA, MOJIS.

Jemumocts uncen. [Ipusnaku nenumoctu. [IpocTeie U cocTaBHbIE YKCIA.

OcHoBHas TeopeMa apudmervku. Hanbompimmii o0uuii neaurens. Bzanmuo
npoctble yncia. AnroputM EBkinaa ana naxoxaenus HO/L.

OtHomenus cpaBuuMoctu. CBoicTBa cpaBHeHUN. MofyssipHas apupMeTHKa.

Knaccsl. [lonnas u npuBenenHas cucrema BeiueToB. Oynkius Jinepa. Teopema depma-
Oinepa. AlIropuT™ OBICTPOrO BO3BEACHUS B CTEIIEHb 110 MOAYIIO.

CpaBHeHnus niepBoii cteneHu. JlnneliHpie 1M0GaHTOBBl ypaBHEHUS. PacMpeHHbIH anroputm
EBximna.

Kwuraiickas Teopema 00 ocraTkax.

ITpoBepka yncen Ha MPOCTOTY. AJNTOPUTMBI T€HEPALIMM MPOCTHIX YKcel. MeTo1 MpoOHBIX
nenenuil. Pemero Dpartocdena.

Paznoxxenue yncna Ha MHOKUTETH. AnropuT™bl Gpaktopusauuu. @axkropuzanus depma.
Meron [lonnapna.

Anroputmsl TuckpetHoro gorapudmuposanus. Merox [lomnapaa. Meron Hloppa.

Apudmernueckue onepanuu Haja O0IbIIMMH YUCIAMU.

DIUNTHYECKUE KPUBBIE U UX TIPUIIOKEHUS B KpUITOrpaduu.

TemaTnka NpakTHYECKUX 3aHATHI U J1a00PATOPHBIX padoT

[Ipumenenne anroputma EBximna mist Haxoxaeruss HOJI. Pemenne nuHeldHbIX 110()aHTOBBIX
ypaBHEHUU

HpOBCpKa YHUCCII Ha POCTOTY

Pemenue 3agad ¢ aeMeHTaMu TCOPHUU YHUCCIIL.

K 2.1
OK 01
OK 04
K 2.1
OK 01
OK 04
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Paznen 2. Knaccuueckast kpunrorpadus

Tema 2.1. MeToanl
KPUNTOTPapHIECKOTO
3alUThl HH(pOPMAIUU

Conepxanue

16

Knaccugukanust OCHOBHBIX METOJIOB KPUNITOIpadhUIECKOM 3aiThl. METOAbI CHMMETPUYHOTO

mmdpoBaHus

HIudpst 3amensl. [Ipocras 3amMena, MHOTOaI(aBUTHAS MOJICTAHOBKA, MPOTIOPIIMOHATBHBIN

mudp

MeTtoabl IIEPECTaHOBKHU. Tabnnunas IEpECTaHOBKA, MapHIPyTHAA IIEPCCTAaHOBKA

lMammupoBanue. 'aMmMupoBanue ¢ KOHEYHOUM ¥ OECKOHEUHON raMMaMu

TemaTnka NpakTHYECKUX 3aHATHIA U J1a00PATOPHBIX padoT

HpI/IMeHeHI/Ie KIIACCHYCCKHX I.HPI(prB 3aMCHbI

HpI/IMeHeHI/Ie KJIIACCHYCCKHX H_II/Iq)pOB IIEPECTaHOBKU

HpI/IMeHeHI/Ie MCTOJa raMMHUPOBAHHA

K 2.1
OK 01
OK 04

Tema 2.2. Kpunroananus

Conepxanue

14

OcHoBHBIE METOJIBI KpunIToaHaM3a. Kpunrorpaduyeckue ataku.

Kpunrorapuueckas cToikocTb. AOCOTIOTHO CTOHKHE KpUNTOCUCTEMBL. [IpuHIMIbI
Kupxkxoddca

HepCHeKTI/IBHHe HaIllpaBJICHUA KpUIITOAHAJIN34, KBaHTOBBIN KpHUIITOAHAJIN3.

TemaTnka NpakTHYECKUX 3aHATHI U J1a00PATOPHBIX padoT

10

Kpunroananu3s mmdpa npocToi 3aMeHbI METOI0M aHaJIM3a YaCTOTHOCTH CUMBOJIOB

Kpunroananus kinaccuueckux mu@poB METOAOM MOJIHOTO nepedopa Kitouei

Kpunroananus mudpa Buxunepa

[IK 2.6
OK 08
OK 10




HaumeHoBaHue pa3genoB
npodeccuoHaJIBLHOI0 MOAY.JISI

OcBauBaemble
3JIEMEHTBI

(IIM), Me:kIuCHUTVIMHAPHBIX Copep:xaHue y4edOHOTr0 MaTepHuaJia, JabopaTopHble padoThl U MPAKTHYECKHE 3aHATHS, CAMOCTOSITeJIbHAS O0Bbem KOMIIeTeHI U
kypcoB (MK) u Tem padoTta o0yuyaroierocsi, Kypcoasi padora (mpoekr) 4acos
Tema 2.3. Ilorounsie Coaep:xaHue yueOHOro MaTepuaJia 8 [IK 2.6
QP U TeHEPaTOPHI OcHOBHBIE IPUHIUIEI TOTOYHOTO mudpoBanus. [Ipumenenne reaeparopo [ICY B kpuntorpadun OK 08
TICEBIOCTYyYaHBIX YHCEI MeToibl OMYYeHUs MCeBAOCTyYalHbIX mochenoarensHocTel. JIKD, meron dubonayuun, meton BBS. OK 10
TemaTnka NPaKTHYECKUX 3aHATHI U J1a00PATOPHBIX padoT 2
[Ipumenenue metoaoB redeparuu [ICH
Paspnen 3. CoBpemennasi kpunrorpagus
Tema 3.1. KogupoBanue Conep:xanue yueOHOro MaTepuaJia 6 [IK 2.1
MH(pOpMALHH. Koauposanue undopmanun. CuMBOIbHOE KOAupoBaHue. CMBICIOBOE KOJIUPOBAHHUE. OK 01
Kommbrorepusarust Mexanuzanus mmdposanus. [IpencraBnenne nudopmaiuu B 1sondHom koje. Tadmuma ASCII OK 04
K (POBAHUS. Kommerorepuzanus mudposanus. AnmapaTHoe U mporpaMMHoe mudpoBanue CtaHaapTH3AIUSL
MPOrpaMMHO-AIIAPATHBIX KPUITOrpaGHIECKUX CUCTEM U cpeacTB. M3ydeHne COBpeMeHHBIX
MPOTPAMMHBIX U amlapaTHBIX KPUIITOrpapuIecKuX CPeCTB
TemaTnka NpaKTHYECKUX 3aHATHI H J1a0OPATOPHBIX padoT 8
Koauposanue nndopmanmu
[IporpamMmMHas peanuzanus KIaCCUIECKUX MHPPOB
N3ydenue peanuzannuu KIacCHUECKUX MU(POB 3aMEHBI U IEPECTAHOBKH B MPOTpamMme
CrypTool unu ananore.
Tema 3.2. Cummerpuunsle | Coaep:kanue y4eOHOro MaTepuasa 6 K 2.1
CHCTEMBI IIH(POBAHU OO6mue ceenenusi. CTpyKTypHasi cXxeMa CUMMETPHUUYHBIX KPUNITOIpahUUEeCKUX CUCTEM OK 01
OrteuectBennsle anroputMbl Marma n Kysneunk u ctangaptel ['OCT P 34.12-2015 u 'OCT P 34.13- OK 04
2015. Cummetpuunslie anroputmel DES, AES, T'OCT 28147-89, RC4
TemaTuka NpaKTHYECKUX 3aAHATHH U JIaDOPATOPHBIX padoT 4

N3ydeHue nmporpaMMHO peanu3aiiii COBPEMEHHbBIX CHMMETPHUHBIX MIH(PPOB

UTOIO

136




HaumenoBanue pa3iejioB OcBanBaemble
npodeccuoHaJIBLHOI0 MOAY.JISI 3JIeMeHTBhI
(IIM), Me:kIuCHUTVIMHAPHBIX Copep:xaHue y4edOHOTr0 MaTepHuaJia, JabopaTopHble padoThl U MPAKTHYECKHE 3aHATHS, CAMOCTOSITeJIbHAS O0bem KOMIIeTeHI U

kypcoB (MK) u Tem padoTta o0yuyaroierocsi, Kypcoasi padora (mpoekr) 4acos
KoncyabTanus 4
IMpome:xkyrounas arrecrauus mo M/IK.02.02 6 cemectp —Kommiiexkcubiii 3x3amen MJIK.02.01 6
3 xypc 1 cemecmp 100 uac uz nux: Jlekyuonnvix — 64 u., Ilpakmuueckux — 34 u.
Jugpepenyuposannviii 3auém — 2 u.
Tema 3.3. Acummerpuunsie | Coaep:kanue y4eOHOro MaTepuasa 10 K 2.1
CHCTEMBI LM (POBAHHS Kpunrocucremsl ¢ oTKpbIThIM KitouoM. HeobparumocTs cucreM. CTpyKTypHas cxema OK 01
mupPOBaHUS C OTKPBHITHIM KIIFOUOM. OK 04
DNEMEHTHI TCOPHH YUCEII B KPUTITOTPAPHH C OTKPBITHIM KITIOYOM.
TemaTnka NpakKTHYECKUX 3aHATHI U J1a00PATOPHBIX padoT 6
[IpuMeHeHne pa3IuYHbIX aCUMMETPUYHBIX AJITOPUTMOB.
N3ydeHne mporpaMMHOM pean3aiii aCHMMETpHYHOTo anroputmMa RSA
Tema 3.4. Coaep:xaHue yueOHOro MaTepuasia 10 K 2.6
AyreHTH(UKALWS JaHHBIX. | AyTenTHduKamms qaHHeX. O6mue norstus. D11 MAC. OnHOHanpaBIeHHbIE Xell-(DyHKITNH. OK 08
DIIeKTPOHHAS MOANHKChH Anroput™mbl IUPPOBO MOANIHUCH OK 10
TemaTnka NpakTHYECKUX 3aHATHI U J1a00PATOPHBIX padoT 10

[IpumeneHnue pa3nuuHbIX QYHKIHMHN XEIUPOBaHUs, aHAIN3 0OCOOEHHOCTEN Xelen

[Ipumenenue kpunTorpaguueckux aTak Ha Xem-(OyHKIUH.

N3ydeHue nmporpaMMHO-anmnapaTHbIX CPEACTB, PEAIU3YIOLINX OCHOBHbIE pyHKIMH D11




HaumeHoBaHue pa3genoB
npodeccuoHaJIBLHOI0 MOAY.JISI

OcBauBaemble
3JIEMEHTBI

(IIM), Me:kIuCHUTVIMHAPHBIX Copep:xaHue y4edOHOTr0 MaTepHuaJia, JabopaTopHble padoThl U MPAKTHYECKHE 3aHATHS, CAMOCTOSITeJIbHAS O0Bbem KOMIIeTeHI U
kypcoB (MK) u Tem padoTta o0yuyaroierocsi, Kypcoasi padora (mpoekr) 4acos

Tema 3.5. Anroputmsl Coaep:xaHue yueOHOro MaTepuaJia 10 [K 2.1
oOMeHa KIII0YeH 1 AJITOPUTMBI pacpeesICHUs KIK04Yel ¢ MPUMEHEHNEM CUMMETPUYHBIX U aCUMMETPUYHBIX OK 01
IIPOTOKOJIBI cxem IIporokonsl ayrenTudukanun. Bzanmaas ayrentudukamnms. O THOCTOPOHHSS OK 04
ayTeHTU(UKALUN ayTeHTU(UKALIHS

TemaTnka NpakKTHYECKUX 3aHATHI U J1a00PATOPHBIX padoT 6

[Tpumenenne npotokona Judpu-Xemmana s oOMeHa KiitogaMu mudpoBaHus.

N3ydenne mpuHIKAIIOB pabOTHl IPOTOKOJIOB AYTCHTH(HUKAIIUY C UCIIOJIb30BAHUEM JIOBEPCHHON

CTOPOHBI Ha ITpUMepe mpoToKoa Kerberos.
Tema 3.6. Kpunrozamura Coaepixanue yueOHOIro MaTepuasa 12 [IK 2.6
MH(OPMAIUHK B CETAX A6onenTckoe mudposanue. [lakeTHoe mudpoBanye. 3alnuTa HEHTPA FeHEPALUH KII0UEH. OK 08
nepeaayn JaHHbIX Kpunromapmpyrtuzarop. [laketnsiit puastp OK 10

Kpunrorpaduueckas 3amuTa 6ecripoBOAHBIX COeIMHEHHH B ceTax cranaapta 8§02.11 ¢

ucnosib3oBanueM nporokonaos WPA, WEP.
Tema 3.7. 3amura Coaepixanue yueOHOro MaTepuasa 12 K 2.1
uH}popmanuu B [TpuHnunb GyHKIMOHUPOBAHUS JIEKTPOHHBIX IUIATEKHBIX CUCTEM. DJIEKTPOHHBIE OK 01
SJICKTPOHHBIX TIJIATCHKHBIX MJIACTUKOBBIE KapThl. [lepcoHanbHBIN HASHTU(DUKAITMOHHBIN HOMEP OK 04
cucTeMax [Ipumenenue kpunTorpapudecKux MPOTOKOJIOB JJIsl oOecrieueHus: 0€30MaCHOCTH JIEKTPOHHOM

KOMMEPIIUH.

TemaTnka NpaKTHYECKUX 3aHATHI H J1a0OPATOPHBIX padoT 6

HpI/IMCHCHHC aYTeHTI/I(I)I/IKaLII/II/I 10 OJTHOPA30BBIM MMAPOJISAM. Peanuzanms AJITOPUTMOB
CO31aHusA OAHOPA30BBIX Haponeﬁ




HaumeHoBaHue pa3genoB
npodeccuoHaJIBLHOI0 MOAY.JISI
(IIM), Me:kIuCHUTVIMHAPHBIX

kypcoB (MK) u Tem

Coaep:xaHue y4e0HOIro MaTepHuaJja, JJadopaTopHble padoThl M NPAKTHYECKHE 3aHATHA, CAMOCTOSITEIbHAN
9 9
padoTta o0yuyaroierocsi, Kypcoasi padora (mpoekr)

O0bem
JacoB

OcBauBaemble
3JIEMEHTBI
KOMIIeTEeHI M i

Tema 3.8. KomnbrorepHas
creranorpadus

Conep:kanue y4eOHOIro MaTepuaa

10

CkpeITas nepenaya MHGOpPMAIMKM B KOMITbIOTEPHBIX cucTeMax. [Ipobnema ayreHTHUQUKAIUT
MYJIbTUMEANINHON HHGOpMaAIUK. 3aIIUTa aBTOPCKUX TIPaB.

MeToabl KOMIIBIOTEpHOM cTeranorpadun. Llndpossie BoaSIHbIC 3HAKH. AJITOPUTMBI
BcTpauBanus 1[B3

TemaTnka NpakKTHYECKUX 3aHATHI U J1a00PATOPHBIX padoT

0O0630p 1 cpaBHUTENBHBIN aHAMK3 cymiecTBytomero [10 mns BcrpauBanus 1[B3

Peanuszanus npocreiiinx creraHorpaUyecKux aaropuTMoB

I1IK 2.6
OK 08
OK 10

CamocrosiTenbHas padoTa

IIpumepHas TeMaTuka camMocTosiTe1bHON padoTsl npu n3yuyennu MJIK.02.02
1. HUcropus pa3Butus Kpunrorpapuu

[IporpamMMHas peanuzainys KJIacCUYECKUX MHPPOB

OnTuMu3aIus METOI0B YaCTOTHOTO aHAJIN3a MOHOAI(aBUTHBIX MIH(POB.
IIporpammMHas peanusanus KJIacCUYECKUX MHPPOB
Metoabl MexaHU3aluu MU(POBAHUSL

Ananns COBPECMCHHBIX CUMMCETPHUYHBIX KPHUIITOAJITOPUTMOB

Ananuz COBPEMCHHBIX ACUMMETPUYHEBIX KPUIITOAJITOPUTMOB

3
4
5
6. Ludposoe mpeacrapieHne pa3auuHbIX GopM HHPOpMALIUN
7
8
9

[IporpamMmHas peanu3anusi COBpEMEHHBIX KPUIITOAITOPUTMOB

10. CpaBHHUTENBHBIN aHAN3 (YHKIIUNA XESITHPOBAHUS

11. Ayrertudukaius coodmeHni
12. 3akoHOATENLCTBO B 00JACTH KPUNTOrpaduuecko 3amuThl HHPOPMALIUU
13. IlepcnekTUBHBIE HAMIPABICHUS KPUITOTpapuu

IIpomexyrounas arrecranusa no MJIK.02.02 - 8 cemectp -3

UTOTO

252




HaumeHnoBaHue pa3iejioB OcBauBaemble
npodeccuoHaJIBLHOI0 MOAY.JISI 3JIEMEHTBI
(IIM), Me:kIuCHUTVIMHAPHBIX Copep:xaHue y4edOHOTr0 MaTepHuaJia, JabopaTopHble padoThl U MPAKTHYECKHE 3aHATHS, CAMOCTOSITeJIbHAS O6Bbem KOMIIeTeHI U

kypcoB (MK) u Tem padoTta o0yuyaroierocsi, Kypcoasi padora (mpoekr) 4acos

YuyeOHasi npakTHKA pa3jaesia 2 MoayJist 36
Buawbi pator:
— MHcnonbs3oBaHKME TUITOBBIX KPUNTOTrPAPUIECKUX CPEIICTB U METOOB 3alUThl HHPOPMAILIUH, B TOM YHCIIC U AICKTPOHHOU

MOIIUCH
IIponsBoacrBennasi npaktuka no IIM.02 72
Buabl patdot
— AHanu3 NPUHIUMIIOB TOCTPOEHUSI CUCTEM MH(POPMAITMOHHOM 3aIUTHI TPOU3BOACTBEHHBIX MOIpa3/ICICHUI.
— TexHu4ueckas HKCILTyaTalys 3JIEMEHTOB IPOrPaMMHOM U alnapaTHOW 3alllUThl aBTOMAaTU3UPOBAHHON CUCTEMBI.
— YuacTue B IMarHOCTUPOBAHUH, YCTPAHEHUU OTKAa30B U 00ecredeHnH paboTOoCIIOCOOHOCTH MPOrPaMMHO-aNmapaTHbIX
CpelcTB obecniedeHus: HHOPMAITMOHHOW 0€301TaCHOCTH;
— Ananu3 3 PEeKTUBHOCTH MPUMEHSIEMBIX MPOrPaMMHO-AIIIAPATHBIX CPEACTB oOecrieueHrs HHPOPMaIMOHHON 0€301MacHOCTH
B CTPYKTYPHOM I10JIpa3AcIICHUU
— YuacTue B obecrieueHuN yuera, o0pabOoTKH, XpaHEHUsI U Niepejaul KOH(UIeHIIMaIbHOM HHpopMauu
— [IpumMeHeHne HOPMATUBHBIX MTPABOBBIX aKTOB, HOPMATUBHBIX METOJUYECKUX JOKYMEHTOB 110 00ECIICUYEHHUIO
nH(pOpPMaIIMOHHOM 0€30MaCHOCTH TPOTrPaMMHO-ANNAPATHBIMU CPEJCTBAMU TIPH BBIMOJHEHUH 33]1a4 TPAKTUKH.
JK3aMeH Mo MpodeccHoHAIBLHOMY MOAYJII0 8 cemecTp 6
Bcero: 630




3. YCJIOBUA PEAJIMBAIIUU ITPOT'PAMMBI ITPO®PECCHOHAJIBHOI'O MOAYJIA

3.1. lns peanu3auuy NporpaMmMsl NpogecCHOHAIBLHOIO MOAYJIS J0/KHBI ObITh
NpeaycMOTPEHbI cileAyIolue cneluaabHble NoOMeleH s :

Peanuzanus mporpaMMsl IpernonaraeT Haltuurue y4eOHbIX KaOWHETOB — JICKIIMOHHBIE
ayAUTOPHHU C MYJIBTUMEIUIHBIM 000py0BaHUeM; 1abopaTopun «IIporpaMMHBIX 1
IPOrpaMMHO-ANIaPATHBIX CPEICTB oOecTiedeH s HHPOPMAIIMOHHONW 0€30IT1acCHOCTI Y.

O6opynoBanne ydeOHOro kabmHeTa M paboymx MecT KaOWHETa — JIGKIMOHHAsS
ayAUTOPHS: TOCaI04YHbIX MecT - 30, pabouyee MecTo mpenoaaBaTess, IPOEKTOp, NEePCOHATBHBIHA
KOMITBIOTEP, KOMILIEKT MPE3CHTALUH.

Ob6opynoBanue maboparopun «lIporpaMMHBIX ¥ IPOrpPaMMHO-ANIAPATHBIX CPEICTB
oOecrieyeHns HHPOPMALIMOHHOMN 0€30MacHOCTH» U pabodnX MECT 1abopaTOpPHH:

— pabouune MecTa CTyJCHTOB, 000PYI0BaHHBIC IEPCOHATBHBIMU KOMITBIOTEPAMH;
— J51abopaTopHbIC Y4eOHbIE MaKEThI;
— pabouee MeCTO MpernoaBaTes;
— y4eOHO-MeToInYeCKOe 00ecIieYeHre MOy,
— HMHTEPaKTHBHAS JI0CKa, KOMIUICKT MIPE3EHTAaIHIA;
— AHTHBHPYCHBIE MPOTPAMMHBIC KOMILIEKCHI;
— TporpaMMHO-anmapaTHble cpencTBa 3amuThl uHGopmamun or HCJl, OGnokupoBku
JOCTYTIA ¥ HAPYIIECHUS LEJIOCTHOCTH;

— TpOorpaMMHBIE W NPOTPaMMHO-alNapaTHBIE  CPEACTBA  OOHApPYKEHHsI — aTak
(BTOp>KEHUI), TIOUCKA YyA3BUMOCTEN;

— CpeICTBAa YHUYTOXKEHUS OCTATOYHOM MH(POpPMALIUU B 3aTIOMUHAIONIUX YCTPOHCTBAX;

— MpOrpaMMHBIE CPEJCTBA KPUITOTpapUuecKon 3aMUThl HH(POPMAILIHH.

3.2. UudopmanuonHoe odecriedeHne 00yueHust
3.2.1 OcHOBHBIE MEYATHbIE HCTOYHUKH:

1. bapuueB C.I'., I'onuapo B.B., CepoB P.E. OcHoOBBI coBpeMeHHON Kpumnrorpaduu:
yueb. [Tocobue. — M.: T'opsiuast muauns — Tenexom, 2022.- 175 c.

2. Jymxun A.B., bapcykoB O.M., Kpasuos E.B., CnasaoB K.B. IIporpamMmmHo-anmapaTHbie
cpenctBa odecrieueHrs HHPOpMaIIMOHHON Oe3onacHoCcTH: yuel. [Tocodue. — M.: ['opsuas nunus
— Tenexom, 2021.- 248 c.

3.2.2. JlonoJTHUTEIbHbIE MeYATHbIE HCTOYHUKH:

1. TloropenoB b.A., CaukoB B.H. (pex.). CnoBapp kpuntorpadudecKux T€pMUHOB. - M.:
MIIHMO, 2019. CnoBapp kpunrtorpapuyeckux TepMuHoB. Ilon pexn. B.A. Iloropenoa u
B.H. CaukoBa. — M.: MITHMO, 2020 r


http://techbook.ru/book_list.php?str_author=%D0%91%D0%B0%D1%80%D0%B8%D1%87%D0%B5%D0%B2%20%D0%A1.%D0%93.
http://techbook.ru/book_list.php?str_author=%D0%93%D0%BE%D0%BD%D1%87%D0%B0%D1%80%D0%BE%D0%B2%20%D0%92.%D0%92.
http://techbook.ru/book_list.php?str_author=%D0%A1%D0%B5%D1%80%D0%BE%D0%B2%20%D0%A0.%D0%95.
http://techbook.ru/book_list.php?str_author=%D0%94%D1%83%D1%88%D0%BA%D0%B8%D0%BD%20%D0%90.%D0%92.
http://techbook.ru/book_list.php?str_author=%D0%91%D0%B0%D1%80%D1%81%D1%83%D0%BA%D0%BE%D0%B2%20%D0%9E.%D0%9C.
http://techbook.ru/book_list.php?str_author=%D0%9A%D1%80%D0%B0%D0%B2%D1%86%D0%BE%D0%B2%20%D0%95.%D0%92.
http://techbook.ru/book_list.php?str_author=%D0%A1%D0%BB%D0%B0%D0%B2%D0%BD%D0%BE%D0%B2%20%D0%9A.%D0%92.

4. KOHTPOJIb U OHEHKA PE3YJIBTATOB OCBOEHMUAA
MNPO®ECCHUOHAJIBHOI'O MOAYJIA

Kox n HaumenoBanue

NnpodecCHOHATIBLHBIX U

00IIMX KOMIIeTEeHII I,
(popmupyemsie B
paMKax MOayJst

Kpurepum ouenkn

MeTtoabl OLIEHKH

[IK 2.1. OcyiiecTBasiTh
YCTaHOBKY ¥ HACTPOUKY
OTJICIbHBIX
MPOTPaMMHBIX,
MIPOrPaMMHO-
anmapaTHbIX CPEJICTB
3alIUTHl HH()OPMAITHH.

JleMOHCTpUpOBaTh YMEHUS U
IIPAKTUYECKHUE HABBIKU B
YCTaHOBKE U HaCTPOUKe
OTIENbHBIX IPOTPAMMHBIX,
[IPOrpaMMHO-ANIapaTHBIX
CPEICTB 3aLUThI
uHpOpMaIN

TECTHUPOBAHUE,

9K3aMeH KBaIU(PHUKAIIMOHHBIH,
JKCIEePTHOE HAOIIIOICHHE
BBITMOJIHEHHSI TAOOPATOPHBIX
pabor,

JKCIIEPTHOE HAOI0IeHIE
BBITTOJIHEHHSI TPAKTHYECKHIX
pabor,

OLIEHKA PeIICHUS
CUTYaIlMOHHBIX 3aj1a4,
OLIEHKa Ipoliecca U
pe3yJIbTAaTOB BBHITOJIHEHUS
BUJIOB pabOT Ha NPAKTUKE

IIK 2.2. OOGecrieunBars
3anUTy uH(pOpMAIHH B
ABTOMATHU3HPOBAHHBIX
CHUCTEMAaX OT/IEIbHBIMH
MIPOrPaMMHBIMH,
MIPOrPaMMHO-
anmapaTHbIMA
CpeICTBaMHU.

JIeMOHCTpHUpOBAaTh 3HaAHUA U
yMeHUs B 00ecrie4eHuu
3alIUThl HH()OPMAIHH B
aBTOMaTH3UPOBAHHBIX
cucTeMax OTJeNbHBIMU
MIPOTpPaMMHBIMH,
IPOrpaMMHO-aINapaTHBIMU
CpencTBaMu

TECTUPOBAHUE,
9K3aMeH KBaIH()UKAIMOHHBIMH,
JKCIEPTHOE HAOIIIOICHHE
BBINOJIHEHHSI Ta00PaTOPHBIX
pabor,

JKCTEPTHOE HAOIIIOICHHE
BBITIOJTHEHHSI TPAKTUYECKUX
pabor,

OIICHKA PeIICHHUS
CUTYallMOHHBIX 3a/1a4,

OLIEHKa Mpolecca u
PE3YyJIbTaTOB BBIIIOJIHEHUS
BUJIOB pabOT Ha MPaKTUKE

IIK 2.3. OcyuiecTBisATh
TECTUPOBaHUE (PYHKIIHMA
OTJEJbHBIX
MIPOrpaMMHBIX U
IIPOrpaMMHO-
anmnapaTHBIX CPEJCTB
3alIUThI UH(OPMAIIHH.

Brinonnenue nepeyns padbot
10 TECTUPOBAHUIO (DYHKLINN
OTJENbHBIX IPOTPAMMHBIX U
MIPOrpaMMHO-aINIMapaTHBIX
CPEICTB 3aIUThI
nHpopmanuu

TECTUPOBaHUE,
9K3aMeH KBaIU(PUKAIIUOHHBIH,
JKCIIEPTHOE HAOII0IeHHE
BBITIOJTHEHUS JTA00PAaTOPHBIX
paoor,

JKCTIEPTHOE HAOIIIOICHHE
BBITOJIHEHUS PAKTHUECKUX
pabor,

OLIEHKA peIIeHUs
CUTYallMOHHBIX 33]1ad,

OIIEHKa Ipoliecca 1
Pe3yabTaTOB BBHIIOJIHEHUS
BHJIOB pa0OT Ha MPAKTHKE




[IK 2.4. OcyiiecTBisiTh
00paboTKy, XpaHEHUE U
nepeaady uHGOpMaIuu
OTPaHUYEHHOTO JIOCTYTIA.

[TposiBIIATH 3HAHUS, HABBIKU H
yMeHus B 00paboTke,
XpaHEHUH U Ieperaye
nH(pOpMAIMK OTPAHUYEHHOTO
JocTymna

TECTUPOBaHUE,

9K3aMeH KBaIU(UKALMOHHBIMH,
IKCHEPTHOE HAOIIOICHUE
BBITTOJIHEHUS J1TA00PATOPHBIX
pabor,

JKCIEePTHOE HAOIIIOICHHE
BBITTOJIHEHHSI TPAKTHYECKHIX
pabor,

OLICHKA PEIICHUS
CHUTYallMOHHBIX 33]1ad,
OLIEHKa TIporiecca u
Pe3yabTATOB BBHIIOJIHEHUS
BUJIOB pa0OT HA MPAKTUKE

[IK 2.5. Yauuroxats
nHpOpMaIHIO 1
HOCUTENN HHPOPMALIIH C
HCIIOJIb30BaHUEM
MIPOrPaMMHBIX U
MIPOrpaMMHO-
amnmapaTHBIX CPEJCTB.

JleMOHCTpanus alropuTMa
IIpoBeIeHus paboT 1o
YHUYTOXXEHUIO HHPOPMALIUU
1 HOcHUTeNeH nHpopmanuu ¢
HCII0JIb30BAHUEM
IIPOrpaMMHBIX U
[IPOrpaMMHO-aINIMaPaTHBIX
CpeAcTB

TECTUPOBaHUE,

9K3aMeH KBAIH(PHUKAIIMOHHBIH,
JKCIEPTHOE HAOIIIOICHHE
BBITMIOJTHEHHSI TAOOPATOPHBIX
pabor,

JKCIIePTHOE HAOII0IeHHE
BBITTOJIHEHHSI TPAKTHYECKHIX
pabor,

OLIEHKA PEeIICHUS
CUTYaIlMOHHBIX 3aj1a4,
OlIEHKa Ipoliecca U
pE3yJIbTaTOB BHIMOJIHEHUS
BHJIOB pa0OT Ha MPAKTUKE

[IK 2.6. OcyuiecTBasTh
PETUCTPAIIIO OCHOBHBIX
COOBITHI B
aBTOMAaTH3MPOBAHHBIX
(uH(OpPMAITMOHHBIX )
crcTeMax, B TOM YHCIIE C
HCMOJIb30BaHUEM
MIPOTPaMMHBIX U
IPOrpaMMHO-
arnmapaTHbIX CPE/ICTB
OoOHapyKeHHUS,
MIPEIYIPEKACHUS U
JMKBHIAIIT
MTOCJIEICTBHI
KOMIIBIOTEPHBIX aTaK.

[IposiBAATH 3HAHUS U YMEHUS
B 3alllUTe
aBTOMaTH3UPOBAHHBIX
(MHpOPMAITMOHHBIX) CUCTEM
C MCIIOJIb30BaHUEM
MPOTPaMMHBIX U
IIpOrpaMMHO-aINnapaTHbIX
CPEICTB OOHApPYKEHHUS,
MIPENYNPEXKACHUS U
JUKBUIALIUU TIOCTEICTBUN
KOMIIBIOTEPHBIX aTaK

TECTUPOBaHUE,
9K3aMeH KBaIM(PUKAIIMOHHBIH,
JKCIIePTHOE HAOI0IeHHE
BBITIOJTHEHUS JTA0OPATOPHBIX
pador,

JKCTEPTHOE HAOIIIOICHHE
BBITTOJIHEHHSI TPAKTUYECKUX
pabor,

OLIEHKA peIIeHUs
CUTYaIlMOHHBIX 33]ad,

OLIEHKa Tpoliecca u
Pe3yIbTaTOB BBHITIOJTHEHUS
BUJIOB Pa0OT Ha MPAKTUKE

OK 01. BeiOupats
CHOCOOBI pereHus 3a/1a4
npogecCuoHATBHON
NesITeIbHOCTH,
MIPUMEHHUTETBHO K
Pa3IMYHBIM KOHTEKCTAM.

— 000CHOBaHHOCTH
MMOCTaHOBKH LIEJIH, BEIOOpA U
MNPUMCHCHUSA METOI0B U
CIoc0o00B pelIeHus
npo¢eCCHOHABHBIX 33]1a4;

- aJIeKBaTHAas OIICHKA U
camooIieHKa 3G (HEKTUBHOCTH
1 Ka4€CTBa BBIITIOJIHCHU A

HNHuteprperanus pe3ysbTaToB
HaOJIIOAEeHNIT 3a
NCATCIIBHOCTBIO




poeCCHOHABHBIX 3a]1a9

OIT1 02.0Ocy11ecTBAsATh
MIOWCK, aHAJIN3 U
WHTEPIPETAIIIO
nHpopManuu,
HEOOXOTUMOM ISt
BBITTOJIHEHUS 3a/1a4

- UCII0JIb30BaHUE Pa3IMUHBIX
HMCTOYHUKOB, BKIIOYAs
AJIEKTPOHHBIE PECYPCHI,
Meaunapecypcesl, UntepHer-
pecypchl, IEPUOINYECKUE
W3J1aHus 10 CIIEUAIBHOCTH

npodeccnoHaTBEHOMI JUTSL PETICHUS
JEATEILHOCTH. npodecCHOHATIBHBIX 3a]1a4
OK 03. IlmanupoBatb U | - JEMOHCTpPALIUA
peann30BbIBATH OTBETCTBEHHOCTH 32
coOCTBEHHOE MIPUHATHIC PELICHUS

npodeccuoHanbHoOE U
JTUYHOCTHOE Pa3BUTHE.

- 000CHOBAaHHOCTh
CaMOaHaJIN3a U KOPPEKIHS
pe3ynbTaToB cOOCTBEHHOMN

paboThl;
OK 04. Pa6orars B - B3aUMOJIECUCTBHUE C
KOJIJIEKTHUBE Y KOMAaHJIE, 00yJaroImmMucs,

3¢ pexTUBHO
B3aHMMOJICHCTBOBATH C
KOJIJICTaMH,
PYKOBOJICTBOM,
KJIMCHTaMH.

MpenojaBaTesisiMu U
MacTepaMu B X0/l 00y4YeHus,
C PYKOBOJUTENISAMH Y4eOHOM
Y MPOU3BOJCTBEHHOMN
MIPAKTHUK;

- 000CHOBaHHOCTb aHAJIN3a
paboThI YIEHOB KOMAH/IbI
(OJUMHEHHBIX)

OK 05. OcymiecTBisATh
YCTHYIO ¥ TUCHBMEHHYIO
KOMMYHHKAIUIO Ha
TOCYJapCTBEHHOM SI3BIKE
C y4eTOM 0COOEHHOCTEN
COIMATIBHOTO U
KYJIBTYPHOT'O KOHTEKCTA.

-TPaMOTHOCTb YCTHOU U
MMACbMEHHOW peyH,

- ICHOCTb ()OPMYITUPOBAHUS
M U3JI0KCHUS MBICIICH

OK 06. TIposBasTh
IpakIaHCKO-
MaTPUOTUIECKYIO
HO3UIHIO,
JIEMOHCTPHPOBATH
OCO3HaHHOE NOBEJCHUE
Ha OCHOBE

- cOOJTI0ZICHUE HOPM
MOBEJICHUS BO BpeMs
Y4EOHBIX 3aHITHH U
MIPOXOKJCHHS YIeOHOM U
MPOU3BOJCTBEHHOMN MPAKTHK,

TpaIULIIOHHBIX
00II1eYeI0BEYECKUX

LIEHHOCTEMN.

OK 07. CopneiicTBoBaTh - 3(hpexTUBHOCTD
COXPAHEHHUIO BbInoNHEHUs npasui Th Bo
OKPY’KaroIlle! Cpeasl, BpeMs yUeOHBIX 3aHATHIHA, TPU
pecypcocOepeKeHuto, MPOXOXKJIEHUN y4eOHOU U

3¢ heKTUBHO IIPOU3BOJCTBEHHOM MPAKTHK;
JeMCTBOBATH B - 3HaHHWE U UCIIOJIb30BaHUE
Ype3BbIUaiiHbIX pecypcocOeperaromumx
CUTYaLUsIX. TEXHOJIOTHH B 001acTH

TEJIEKOMM YHUKAIUI

oOydarorerocs B mporecce
OCBOEHUSI 00pa30oBaTEeILHOM
IPOTPaMMBI

DKcnepTHOE HAOI0IEHUE U
OLIEHKa Ha J1a00paToOpHO -
PAKTUYECKUX 3aHATHUSX, TPU
BBITIOJTHEHUH PadoT 110
y4eOHOH U TTPOU3BOJICTBEHHOM
MIPaKTUKaM

DK3aMeH KBaJTH(PUKAIIMOHHBIN




OK 08. Ucnonb30oBaTh
CpeacTBa PU3NICCKOM
KYJIBTYPBI JIJIS
COXpaHEHUA U
YKPEIUICHUS 3/I0POBbS B

- 3(ppeKTUBHOCTH
BbINTOJIHEHUS nipaBuil Th Bo
BpeMsl yUeOHBIX 3aHATHH, IPU
MPOXOXKJICHUN y4eOHOU U
IIPOU3BOJICTBEHHOU ITPAKTHK;

nporecce

npodeCCHOHATLHON

JeSITeTbHOCTH U

MoJIZICpIKaHNE

HEO0XOAUMOTO YPOBHS

buznveckoi

MOJITOTOBJICHHOCTH.

OK 09. Mcnonbs3oBaTh - 3(ppeKTUBHOCTH

nH(OPMAIIMOHHBIC WCTIOJIH30BAHUS

TEXHOJIOTUU B UH(POPMAIIMOHHO-

npo¢eCcCHOHATBLHON KOMMYHHKAITHOHHBIX

JeSITeITbHOCTH. TEXHOJIOTHUH B
npodeccnoHaTBEHOM

JEeATEIbHOCTH COINIACHO
(bopMHpyEMBbIM YMEHUSM H

MOJy4aeMOMY

MTPAKTUICCKOMY OIIBITY;
OK 10. ITonp30oBarbCs - 3 peKTHBHOCTH
npodeccnoHaTBEHOM WCIIOJIb30BAHUS B
JOKYMCHTAIUCH Ha npodeccHOHATLHON

roCyAapCTBEHHOM H
MHOCTPAHHOM S3BbIKaX.

JESITENNLHOCTA HEOOXO0IUMOM
TEXHUYECKON JOKYMEHTAIIHH,
B TOM 4YHCJIE Ha aHTIIHHCKOM
SI3BIKE.




